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Abstract

This research examines the issue of international responsibility for cyberattacks
considering the rapid developments taking place within cyberspace and the resulting
complex legal challenges affecting the application of rules of public international
law. The importance of this topic has increased with the growing reliance on digital
technologies in various aspects of modern life, making cyberspace a fertile
environment for unlawful cross-border acts, where identifying the perpetrator and
establishing legal responsibility has become increasingly difficult.

The research problem lies in determining the adequacy and suitability of traditional
rules of international responsibility in addressing the unique nature of cyberattacks,
particularly about attributing such acts to states and establishing the relationship
between the wrongful act and its consequences, amid the absence of clear technical
and legal standards in this field. The study also raises questions regarding the
effectiveness of the principle of due diligence in obligating states to prevent the use
of their infrastructure in carrying out or supporting cyberattacks against other states.
This study aims to analyze the legal framework governing international
responsibility for cyberattacks and to assess the extent to which traditional legal rules
can accommodate the unique characteristics of such acts, with particular focus on
the issue of attribution and the legal consequences arising from international
responsibility. It further seeks to provide a critical analytical perspective highlighting
the shortcomings of the current international legal system when applied to
cyberspace.

The study adopts a critical analytical approach through the examination of relevant
international legal texts, jurisprudential opinions, and practical applications, with the
aim of reaching an objective assessment of the effectiveness of existing international
rules in regulating responsibility for cyberattacks.

The study concludes that, despite the importance of international responsibility rules,
significant challenges still arise when applying them to cyberspace. This necessitates
legal and institutional developments capable of keeping pace with the evolving
nature of cyberspace and enhancing the effectiveness of the international legal
system in confronting modern cyber threats.

Keywords:

International Responsibility — Cybercrimes — Public International Law -—

Cybersecurity — Digital Sovereignty — Cyberspace.
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