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Abstract

This study examines “Criminal Liability for Financial Fraud in the Digital
Environment under the Saudi Legal System.” It aims to establish the conceptual
framework of digital fraud and analyze the elements of criminal liability within the
context of modern Saudi regulations, primarily the Anti-Financial Fraud and Breach
of Trust Law (1442 AH) and the Anti-Cybercrime Law (1428 AH).

The study employs a descriptive-analytical methodology to characterize digital fraud
and analyze relevant legal texts, while considering the human dimension in
protecting victims’ rights and ensuring justice in the attribution of liability. The
findings indicate that the Saudi legislator has established flexible legal foundations
capable of encompassing emerging criminal patterns. However, the virtual nature of
the crime poses significant challenges regarding the difficulty of collecting digital
evidence and proving criminal intent amidst sophisticated camouflage and
encryption techniques.

The study concludes that the legislative and judicial systems must be strengthened
by establishing specialized judicial circuits for digital financial crimes and activating
the social responsibility of financial institutions and digital platforms in the early
detection of suspicious operations. Furthermore, the study recommends intensifying
national awareness campaigns to build a digital security culture that protects society
from social engineering tactics. It also emphasizes the importance of international
cooperation to prosecute cross-border fraud syndicates and recover smuggled funds,
aligning with the objectives of Saudi Vision 2030 to build a secure and sustainable
digital environment.

Keywords: Digital Financial Fraud, Criminal Liability, Saudi Legal System,
Cybercrimes, Penal Policy.
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